JIMINEH3MOHHOE COIUVTIAIIEHUE
C KOHEYHBIM OJIB30BATEJIEM ITPOI'PAMMHOI'O OBECIIEYHEHU A

Innostage Cardinal Threat Detection and Incident Response (Innostage Cardinal TDIR, Innostage Cardinal
iTDIR)

Hacrosiiee nuiIeH3MOHHOE COIJIAIIEHHE C KOHEUHBIM TMonb3oBareieM (manee — «CornamieHue») sBIsieTCs
00s13aTeNTFHBIM JIJIS1 HCTTOTHEHHS U FOPUAMYECKU IeHCTBUTENHLHBIM COITIallieHHeM MeX Ty Bamu (kak 3To onpezieneHo
nanee) ¢ ogHoi cropoHsl 1 OO0 «UuHOCTeimk LIP» (nanee — «Kommnanusy») ¢ APyroi CTOPOHBI, ONPEACISIONIM
YCIIOBHS HCIIONIB30BAHMS MPOTPAaMMHOTO o0ectiedeHus (qanee Takke — «I10»).

CornaiieHde BCTyHaeT B CHILy C MOMEHTA, KOTAa JedcTByroliee oT Bamero umenu u nmo Bamemy mopyueHuto
YIOJTHOMOYEHHOE WJIM HHBIM 00pa30M aBTOPHU30BaHHOE Bamu JHII0 BRIPa3UT CBOE COTTIACHE C €r0 YCIOBUSIMH ITyTeM
COBEpIIIEHUST NEHCTBUH, MPeaycMOTpeHHBIX wuHTepdericom I10 (Hakarne KHONKHA WM ITOCTAHOBKA TaJIOYKH
HaIIpOTUB TEKCTA «5] COMIAIIAIOCh) WM aHAJOTHYHOIO 0 CMBICTY ACHCTBHS, COBEPIIAEMOTIO B IIPOLIECCE YCTAHOBKU
I1O), umu ¢ MomeHTa 3aBeprieHUsT ycTaHOBKU (MHCTawun) 110, B 3aBUCHMOCTH OT TOTO, KaKOH M3 MOMEHTOB
HacTynuT pasbie apyroro. CoBeplieHHe TaKWX AEHCTBUH, paBHO Kak W Mocieayiomee ucnonb3oBanue 110,
o3Ha4aeT Bame nmonHoe u 6e30roBopouHoe cornacue co Bcemu ycnousimu Cornamenus. Eciau Bl He coracHs! ¢
KakuMU-1100 ycnoBusimu CoralieHus, He yCTaHaBIuBaiTe U He ucnomb3yiite [10.

Kommanms BmpaBe B m000W MOMEHT 0Oe3 MpeaBapUTEIHHOTO YBEAOMIICHHSI HW3MEHSAThH TeKcT CornarieHus B
OJTHOCTOPOHHEM Topsiike. B 3ToM ciyyae u3MmeHeHHbI TekcT CornamieHusi OyAeT OMyOJMKOBaH Ha caiire
[IpaBooOnagarens U BCTymaeT B CHIY C JaThl €€ MyOJMKAIlMU, €CIM WHOE HE OrOBOPEHO B COOTBETCTBYIOIICH
nyonmukanuu. [Ipogomkas ucmons3oBark [10, Bel cormamaerech co Bcemu ycnoBusimMu CorfalieHuss B HOBOWM
pelaKIuy B TIOJTHOM O0BEME.

Bce mononHuTeNnbHBIC YCIIOBYS, IPABHIIA, PEIIAMEHTHI, HAa KOTOPBIE cllenaHa cchiika B CoranieHuu (pu HalTu4un
TaKOBBIX ), IIO/IJIEKAT MPUMEHEHUIO TaK, KaK €CclU Obl TAaKKe JOKYMEHTHI ObLTH BKITFOYEHBI HEMTOCPEACTBEHHO B TEKCT
CornameHus.

1. Onpenesnenns

1.1. ABTOpu30BaHHbIE MTOJH30BATEIN — Baim paboTHUKY, MOAPSAYNKH U (MITH) UCIIOTHUTENN, KOTOPBIE TOTYYatoT
noctyn k 110 u (wnm) ucnonssyrotr [10 B Bammx mnTepecax u (wim) no Bamemy mopydeHnio B COOTBETCTBUH C
ycnousimu CormnameHus..

1.2. bnank JluneHsuun — IOKYMEHT WHGOPMAIIMOHHOTO XapakTepa B OyMaKHOM WM 3JICKTPOHHOU (opme,
cojiepkaiuii B ToM umuciie uHpopmanuto o HaumeHoauuu [10 u Konduryparuu Jlunensuu, Homepe JluieH3uu,
Bamem HanmeHoBaHUY, cpoke AeiicTBUs JIMleH3UH, TIepUoe TPEI0CTaBICHHSI OOHOBJICHUH.

1.3. Koneunslii nosb3oBarelib / Bel — Jini10, KOTOpOE MPAaBOMEPHO MONYYHIIO U YCTAHOBUIIO (IPOUHCTAILIMPOBAIIO)
Io.

1.4. Tuctpubsiotop Kommanmm — nuio, UMeEmIIee mMpaBo HA OCHOBAaHUHU OTAEIBHOTO noroBopa ¢ Kommanwueit
ucnonb3oBath [10 B TOM YuCiie ¢ LENbIo MOCIEAYIOMEro CyonuieH3upoBanus (Mepeaadn) npaB B COOTBETCTBUU C
YCIIOBUSIMHM TaKOTO JOTOBOpa M B 00bEeMe, HE MPEBBIIIAIONEM O0bEM IpaB, MONYYECHHBIH J[HCTPHOBIOTOPOM ITO
noroeopy ¢ KoMrianueit, st nesneit nocnenyroiero cyonuieH3nposanus (nepeaaun) npas Bam (kak HanpsiMyro, Tak
Y 4epe3 TPEThUX JIHII).

1.5. Kommanus / [TpaBoo6nagarens - OO0 «MuroCTerimk LIP» (MHH 1615015123), sBusromeecs: pa3padoTInKOM
u o0JajareneM UCKITFOYUTENLHOTO IpaBa Ha [IporpamMmmHoe obecrieueHue.

1.6. Kondurypamus JIuneH3un — COBOKYIHOCTh mapameTpoB (JIMIEH3MOHHBIX METPUK) U (MIJIM) KOMIIOHEHTOB,
BKJIFOYCHHBIX B onucaHue Jlunensun Ha [1O W ycTaHAaBIMBAIOMIMX KOJWYCCTBCHHBIC W (WMJIM) WHBIC TPEACIBI
ucnonb3oBanus I10.

1.7. Kondunenumansnas uHpopmauuss — mrodas mHpopManus B orHomeHun 110, ummeromas (UHAHCOBBIMH,
SKOHOMHYECKUH, MapKETHHIOBBIM, TEXHHUUYECKUH, MPOW3BOJACTBEHHBIN XapaKTep, a TakxKe HHas HHGpOpMaIus,
UMeromasl ACHCTBUTENFHYI0 WM TMOTEHIHMAJIbHYIO ILIEHHOCTh B CHJIy HEHM3BECTHOCTH €€ TPEThUM JIMIIaM, He
IpeaHa3HaYeHHAs Ul IMPOKOTO PaclpoCTpaHEeHUs U (MJIM) UCTIONB30BaHMUS HEOTPAaHMYEHHBIM KPYyTOM JIUII.



1.8. Jlumen3uss — mpocTas (HEHCKIIOUWUTENbHAS) JUIEH3WS Ha HCIONB30BaHue [IporpaMMHOTO OOCCIeUeHHS,
crioco0amu, B Iipeiesiax ¥ Ha YCIIOBHUSX, yKa3aHHbIX B Cornamennu, OtaensHoM norosope. OJHa TUIIEH3Us O3HAYaeT
npaBo ucnonb3oBanus [10 ogHUM Monb30BaTENIeM Ha KOMIIBIOTEPHOM / MOOMIIBHOM YCTPOMCTBE.

1.9. Jlumen3nonHas MeTpUKa — KOMWYeCTBEHHOE orpaHmdeHne Koudwurypannu JIumeH3mwm 1o y3JIaM, XOCTam,
aKTHBaM; TIPOBEPSieMbIM TIOYTOBBIM SIIMKaM, s3bIKaM I[POTpaMMHUpPOBaHus, Tpaduky; (QyHKIMOHATBHBIM
KOMITOHCHTaM; COBEPIIACMBIM 3aIllpocaM, COOBITHSAM B CCKYHAY WJIN MHOC OI'paHUYCHUC.

1.10. OTnenbHBI mTOTOBOp — 3aKIIOYeHHBIH Mexkny Bamu m Kommanwmeit, muctpuObtorepoM wimm I[lapTHEpom
Kommannum mucehMEHHBIN JAOTOBOp, 3aka3, cueT-odepra Wi WHOE IBYCTOPOHHE OOS3BIBAIONICE COIVIAIICHHE, II0
YCIIOBHSM KOTOporo Bam mpegocrapisercs npaBo ucmnonb3oBanus [10.

1.11. Haptuep Komnanmu — OOO «bIIMCodt» (MHH 7724744134), ynonmaomodenHoe KommnaHuei moiydarb
3aKa3bl Ha IpegocTaBieHHe IpaBa ucrnosnb3oBaHus 11O u oOmagaromee Ha MOMEHT 3akirodeHuss OTAeIbHOTO
norosopa ¢ Bamu crarycom Ilapraepa Komnanumu.

1.12. O6pem mpaB Ha ucnonb3oBadue [IporpaMMHOTO 0O€CTICUEHUS — TEXHUYECKAsT BO3MOXXHOCTH HUCIIOJIH30BAHMS
ITO B cooTBeTCTBHUY € €T0 (HYHKITNOHATHHBIMUA BO3MOXKHOCTSIMU:

1.12.1. «3amnuch JaHHBIX)» - TEXHUYECKAst BO3MOKHOCTh BBOJUTH, U3MEHSTH U YIAJSATh JaHHBIE;

1.12.2. «YTeHue HAaHHBIX» - TEXHUYECKAs BO3MOXKHOCTh W3BJICUCHHUS JAHHBIX, U MHOH 00paOOTKH IaHHBIX 3a
HCKITIOUEHUEM 00beMa MpaB «3aIuch TaHHBIXY.

1.13. Ilporpammuoe obecmeuenue, [10 — Innostage Threat Detection and Incident Response - mpomsBomHOe
nmporpamMmHoe oOecriedueHue, co3nanHoe Kommanueidt Ha mnardopme BPMSoft, mpaBooOmamarenem KoToporo
spisiercst OO0 «BIIMCodT», BKITIoUas Bce KOMIIOHEHTBI, KaK BCTPOCHHBIE B He€ U (WJIM) OCTaBIIsieMble BMECTE C
HEH, TaKk U pacpocTpaHsIeMble OTAEIBHO U CTaBIINE AOCTyNMHBIMU Bam nocie ycranosku Bamu I1O (B ToMm uncne
HCIIONTHAeMBIe (halibl, CIpaBOYHBIC (ailyibl, HEMOHCTpAIlMOHHBIE (aliabl, (DaWIeI-pUMepsl W HHBIE (aNIbI,
OubOamoTekw, ©0a3bl JaHHBIX, OOpa3Ilbl, COMPOBOMUTEIbHBIC Marepuaidsl (mM3o0paxkenus, Qororpadumn,
AHNMHPOBAHHBIE H300PAKEHHS, ay/IN0- U BUIEOKOMIIOHEHTHI, MY3bIKa U T. I.) M IPYTHE KOMIIOHEHTHI ), TeXHUIeCKyIo
JOKYMEHTAIIUIO, a TAK)KE OOHOBIICHHS.

1.14. Cnoco6sr (Tun) uacTamsuu [10:

1.14.1. «CBoe okpykeHHe» WIH IpaBo ucrnonb3oBanusd [10 B Tedennn 1 roja, moanmucka — Ha YCTPOUCTBAX B CETH
KoneuHoro none3oBaress, ycraHaBiuBaeTcs Ha JIMIIEH3MOHHBIN CPOK;

1.14.2. «Bpikyn» unn OeccpoyHOe MpaBO MCIONB30BaHUS - HA YCTpoiicTBax B ceTh KoHeuHOro monb3oBaTeds,
yCTaHaBJIHMBAETCsA B 00beMe IpaB U Ha CPOK:

1.14.2.1. B oObeMe mpaB «3amuch JaHHBIX» NpU Hanuuuu AeictByromero Ceprudukara TII — B TeueHue cpoka
neiicteust Cepruduxara;

1.14.2.2. B o6veme mpaB «Utenne nanubix» 6e3 Cepruduxara TII - 1o ucteueHns cpoka 0XpaHbl HCKIIOYUTEEHOTO
npasa Ha [10.

1.15.  Caiir IIpaBooOnanmarenss — COBOKYIHOCTh BeO-CTpaHMIl, pa3MEIIeHHBIX B  HH()OPMAIMOHHO-
TEJIEKOMMYHHMKALIMOHHOH ceTn IHTepHeT 1 00beAMHEHHBIX EMHBIM aIpECHBIM IIPOCTPAHCTBOM J0OMEHa inno-dev.ru
U TMOJIOMEHOB CIEAYIOIIUX YPOBHE.

1.16. Ceprudukar TII — 31eKTpOHHBII TOKYMEHT / JOKyMEHT, TOATBEP K IatoIwii mpaBo KoHneuHoro moip3oBaTess
Ha MojJy4eHue TexHudeckoi nmopuepxku 110 B Tedenune JInneH3sMOHHOTO cpoka. BHe 3aBHCHMOCTH OT KOJIMUYECTBA
TIPEIOCTABIICHHBIX JINIICH3UH TS Kaxkaoro HanMmeHoBauus 110 opopmsiercst ogua Ceprudukar TIL

1.17. Texuudeckas JAOKYMCHTAIUsl — II0JIb30BATCJIIbCKASA CONPOBOAUTCIIBHASA AOKYMCHTALUsl, JOCTYII K KOTOpOﬁ
IpeaAOCTaBIISICTCA 11O 3alIPOCYy Koneunoro nonp3oBarens qgepes3 CJ'Iy>K6y NOAACPIKKHU Kommnanum.

2. lIpenocrapiaenue JluneH3nu

2.1. B coorBercTBuM ¢ ycnopusmu Cornamienus Komnanus npenocrapiseT Bam orpannueHHy0, Henepe1aBaeMyro,
MPOCTYH0 (HEUCKIIOUUTENbHYI0) JIMIICH3MI0 HCKIIOYUTENhHO i Bammx coOCTBEHHBIX HYXI, €CIM HWHOE HE
npeaycMmoTpero OTaenbHbIM 10roBopoM. Bee yenosus CornarieHus pacipocTtpansatoTes kak Ha [10 B 1ienom, Tak u
HAa BCC M KAKABIA B OTHENbHOCTH KOMMOHEHTHI [1O u Ha TeXHHYECKYI0 NOKYMEHTAIUIO, 332 HCKIHOYCHUEM
KOMIIOHEHTOB TPETBUX JIUII, BXOAAMINX B cocTaB [10, B OTHOIIEHUH KOTOPBIX ACHCTBYIOT UX COOCTBEHHBIC JTUIICH3UH,
KaK 3TO yKa3zaHo B pazzaeie 6 Cornamrenus. JIroOsie pa3HOIIacHs 1Mo MoBoMy o0beMa JIuteH3un OymyT pa3pemarses
B TI0JIb3Yy OTrpaHuueHust o0beMa JInmeH3un.



2.2. Brl BIIpaBe ucnoias3oBath [10 creayrommmu crocodamu:

2.2.1. Boctipoussenenue [10, B mpenenax KonuyecTBa MPHOOPETEHHBIX JUIIEH3NUMH;

2.2.2. amanrarus [10 — BHeceHHe M3MEHEHUH, OCYIIECTBISIEMBIX UCKIIOYUTEILHO B HEAX (YHKITMOHUPOBAHUS
[IO Ha KOHKpETHBIX TEXHUYECKHX CPEACTBaX IOJIb30BATENS WM TOJA YIPABICHUEM KOHKPETHBIX IMPOrPaMM
Koneunoro nonb3oBarens;

2.2.3. wucnonb3oBanue [10 B COOTBETCTBUU ¢ TEXHUUYECKOU JoKyMeHTauuen Ha [10.

2.3. Bam 3anpelieHo:

2.3.1. BCKpBIBaTh MEXaHU3M JIUIIEH3UPOBaHUA, JeKkoMIuiauposars [10;

2.3.2. paspabarsiBaTh, MOAU(PHUIMPOBATH, UCIOIB30BATH MM PACHPOCTPAHATH OTAEIbHBIE KOMIOHEHTH [0 (kak
BHYTpPEHHHE, TaK M CTOPOHHHUE, BKIII0Yast OMONMOTEKH) MM X UCXOMHBINA Koj BHe 11O Kak B 11e/1oM, Tak U B 9acTH, B
T.4. s pa3paboTKU W/WITH paclpoCTpaHEHUS! KOHKYPEHTHBIX C TAKUMH KOMIIOHEHTaMH IporpaMM aist DBM;

2.3.3. wmoaudunmposars I10, ynansts u3 [1O ero KOMIIOHEHTHI (KaKk BHYTPEHHHE, TaK U CTOPOHHHE, BKIIOYAs
OMOMMOTEKN) 32 HCKIIOYCHHUEM CIy4aeB M TOJBKO B TOH CTENEHM, KOTJa 3TO MPSIMO Pa3pelIeH0 TEXHUYECKOU
nokymenrtauueit Ha I10;

2.3.4. meITaThcs 00OWTH TeXHUUECKHE orpanmdeHus [10, B TOM 4uCiIe TEXHHYESCKUE CPEICTBA 3aITUTHI;

2.3.5. ymansaTh dr00BIe MpeayNpekaeHus, To0ble yKka3aHus M 0003HaueHMs] KoMITanuw, B TOM YHCJIE TOBapHEIE
3HAKW / IOTOTUIIBI / HANMEHOBAHHE, 33 HCKIIIOYEHNEM BO3MOKHOCTEH, YKa3aHHBIX B TeXHWYEeCKO JOKyMEHTalu! Ha
I10;

2.3.6. ycTaHaBIMBaTh W HMCIONB30BaTh JIMIIEH3MM B KOJIMYECTBE OOJNbIIEM, YeM MpenycMoTpeHo B OTaensHOM
JIOTOBOpE.

2.4. Bel He BHpaBe mepeAaBaTh NpaBa Ha HKCHONb30BaHMe W/win aoctyn K [1O wimm ero xommoHeHTaM (Kak
BHYTPEHHUM, TaK M CTOPOHHHM, BKJIOUas OMOIMOTEKH) TPETBHM JIHIIAM, €CIIH WHOE TMPSAMO HE IMPEIyCMOTPEHO
conmamenueM ¢ Kommanueii. Bel Brpase npemnoctaBiath qocTtym kK [10 cBouM paboTHHKaM, a paOOTHUKAM CBOHMX
adhrITHPOBAHHBIX JIUI] W/WIIH ITOCTABITAKAM YCIIYT, IIPH YCIOBHH MIPEABAPUTETHHOTO MHCEMEHHOTO COTTIACOBAHMSI C
Kommanueii.

2.5. Bbl 00s13yeTech TOHECTH 10 ABTOPH30BaHHBIX I10J1b30Bareneil ycinoBus CornaieHus 1 00eceduTs coOmoneHne
ABTOPH30BaHHBIMH TIOJIB30BATEISIMHU €T0 yCiIoBuil. Bel Hecere mepen KommaHueld OTBETCTBEHHOCTH 3a ACHCTBUS
ABTOPH30BAaHHBIX TOJB30BaTeNEl 1 HapyIIeHHe MU yciaoBuid CoTnanieHus.

2.6. Cpok, Ha xoTopslii Bam npenocrasnsiercs Jlunensus Ha 110 (nanee — JlunieH3noHHEIH cpok) cocrasisier 360
KaJleHIApHBIX [HEH, ecliu HWHOe He mpexycMoTpeHo B branke Jlmmensun, OTaensHOM [OTOBOpE W (WJIH)
COOTBETCTBYIOIIEM pazaene uarepdeiica [10. B cirydae Hamu4ust MpOTHBOPEUUS MEXKIY CPOKaMH, YKa3aHHBIMU B
bnanke Jlunensuun, OraensHoM jgoroBope u (wim) uHTepdetice [10, mperMyIlnecTBEHHYIO CHIY HMEET CpPOK,
yka3auHbli B branke JIuiiensun, a B cinydae otcytcTBus y Bac bnanka Jluniensun — cpok, ykasansslii B OTe1bHOM
noroBope. [lo ucteyeHnn cpoka pa3pelieHHOro UCMONb30BaHus Bl He BIpaBe MpoAOKaTh Ucnonb3oBath 110 u
o0s13yerech ynanuth (penHctaiupoBars) [10, a Takke YHUUTOXKUTH Bce apXuBHBIC (pe3epBHbIe) koruu [10.

2.7. Ecnu uHoe He npeaycMorpeHo OTHeNnbHBIM JIOTOBOpPOM, ucnoib3obaHue 11O paspemieHo Ha TeppUTOPUU
Poccuiickoit enepanuu.

2.8. Kommanus coxpansier 3a coboii Bce MmpaBa, SIBHBIM 00pa3oM He npepocTapienHbie Bam CornamenueM u (MH)
OTaensHBIM JOTOBOPOM.

2.9. Jlio6oe ucnonp3oBanue [10 uam ero KOMIOHEHTOB, HE COOTBETCTBYIONIEE WMJIM MPOTHBOpEUAIee YCIOBUAM
Cornamienys, SBisSeTCs HapylIeHHEM HWHTEIUIEKTyalbHBIX TpaB Kommanumu u (MnM) TpeTbUX JIMIl, CUUTAETCS
CYIIECTBEHHBIM HapylieHueMm Hactosuiero CoramieHusi U OyJeT sSBIATHCS OCHOBAHMEM /sl JuieHus Bac mpasa
ucnonszoBanus [10 (Jluuensun), npenocrasnenHoro Bam no Coramenuto.

2.10. Pa3zmep Bo3HarpaxkaeHus 3a ucnonb3oBanue 110 umu nmopsaaok ero onpezeneHus ykaspiaercs B OTIensHOM
JI0TOBOPE.

3. YcaoBus ucnoanzosanus IO

3.1. Kommanus mpenocraBiusier 110 Ha ycmoBmsx «kak ectb» (AS IS), uro o3Hauaer cornacue Komewnoro
noJb30Barens ¢ TeM, uro mobdoe I10 He cBoboaHO oT omubok. KoHeuHbli monbs30BaTeh IPUHUMAET Ha cedsl Bech
PHCK, CBSI3aHHBI ¢ ucnonb3oBanueM [10.



3.2. KoHe4HBI! TIOIB30BaTENb MTOATBEPIKIACT, UYTO €My U3BECTHHI (DYHKITMOHABHBIE CBOWCTBAa COOTBETCTBYIOIIETO
[1O. KoHeuHblil MOJB30BATEIb HECET PHUCK COOTBETCTBUSA I[1O CBOMM MOXKEJAaHUSM M TOTPEOHOCTSAM, PHUCK
COOTBETCTBHS YCJIOBHIA U 00beMa MPEAOCTABISIEMbIX IIPAaB CBOMM IMOXKEJIAHUSIM H MOTPEOHOCTSIM.

3.3. Kommranms He HeCceT OTBETCTBEHHOCTH:
3.3.1. 3acbOou 10, cBsi3aHHbIE C AeiiCTBHEM IPOTPaMM Ha TEXHUYECKHX CpeicTBaX KoHeuHoro momp3oBaTerns;

3.3.2. 3acbou I10, ecnu ux npuunHa(bl) BOSHUKIIM 32 peaenaaMu cpeabl Gynkuuonuposanus [10, a Taxke B cBsi3n
C JCWUCTBUSAMHU TPETBUX JIUIL, BKJIIOYasi, HO HE OrPAaHHYMBASCH MpOBalJepa yCIyr CBA3M, a TaKXKe B Ciydae
OJOKMPOBKM WM orpaHuueHus poctyna KoneuHoro momb3oBarens K IO mpu BO3HUKHOBEHHHM YTIPO3BI
Oe3omacHoCTH.

3.4. ®ynkmmonan [10 npemxycmarpuBaeT BO3MOXHOCTh BKIIFOUeHHSE KOHEUHBIM MTOJTb30BaTeIeM CChUTOK Ha BEO-Y3ITbI
TpeThHX Jinl. KoMnaHus He HeCeT OTBETCTBEHHOCTH 32 CONICPIKAHUE BeO-Y3II0B MIIH CITY)KO TPEThHX JIUI], 38 KaKue-
00 CCBUIKH, COAEpIKaIuecs Ha BeO-y3llaX TPEThHX JIUIl, 3a M3MCHEHHUS HIIM OOHOBJICHHS BEO-Y3IIOB M CITYKO
TPETBUX JULI.

3.5. Kommanus w/wmm [laptaep Kommanuu BrpaBe paspadarbiBaTh HOBBIE Bepcuu 110 1Mo cBoeMy YCMOTpPEHHIO.
Kommanns nadopmupyer Koneunoro monp3oBaress o Beixoae HoBoH Bepenu I10. [Tocire mHCTAIAIINT OOHOBICHHS
Koneunsrit monp30BaTens He MOXKET OoJiee UCTIONB30BaTh UCXOAHYI0 Bepcuto 110, 3a uckimoueHneM ciaydaesB, KoTaa
OHO siBsieTcs 4acTbio oOHoBieHHOro [10. [laprHep Kommanum He rapantupyer pabory mcxomubeix Bepcuid [10 B
HOBBIX Bepcusix HHTepHeT-Opay3epoB M C HOBBIMU BEPCHSIMH CTOPOHHErO BCIIOMOTATEIFHOTO MPOrPaMMHOTO
oOecrieueHusi, KOTOpble OBUIM BBIMMYILIEHBI Mociie Bhimycka ucxoquoit sepcun I10. Ecnu Konewnslid mosibp3oBarenb
MIPOIOJIKAET UCIONb30BaTh UcxonHyto Bepeuto [10 nocne nmpenocrasnenus ooHosnenuit, To [lapraep Komnanuu u
Komnanus BnpaBe He HCOPaBIATH OIINOKKM NCXOXHOHU (He 0OHOBNEHHOM) Bepcuu 110.

3.6. KoMmnaHnus BIpaBe KOHTPOJIMPOBATh YCTAaHOBKY M Hcmonb3oBaHue 10 KoHeuHbIM Monbp30BaTeneM, B TOM YUCIIE
JUIaMy, KoTopeIM KoHeuHbIN monb30BaTens MpeAoCTaBUl JOCTyH B cooTBeTcTBHU ¢ 1.2.4 Cornamenus. Ecau
Kommanus onpenenur, 4To ycraHoBKa 1 ucnionb3osanue [1O KoHeuHbIM ONb30BaTeeM HE COOTBETCTBYET YCIOBHIM
Cornawenus, Koneunslii nmone3oBarens no tpeboBanuio Kommanuu Oymer 00s3aH HE3aMEIIMTENIBHO YCTPAaHHUTH
HapylieHNuEe W/WIN TPeKpaTuTh ucmoib3oBanue [10, a Taxke BO3MECTHUTh KoOMITaHMM TPUIMHEHHBIC TaKUM
HapymenueM yObITkH. Kpome Ttoro, Kommamms BmpaBe HCIIONB30BaTh APYTHE CPEACTBA IPABOBOW 3allHTHI,
MIpEeAyCMOTPEHHBIE 3aKOHOAATENLCTBOM Pocculickoit deaepanuu.

3.7. C uenpro KOHTPOJIS CIOCOO0B yCTaHOBKH U wcnionb3oBanus [10 Kommnanus BrpaBe He yamie ogHOTO pasza B 3
(Tpm) Mecsia, HaYMHAs ¢ JaThl Hadana JIMIEeH3nOHHOTO CpoKa, 3ampaiuBars Y KoHeYHOro moiib30BaTelsi OT4eT O
crnocobax ycTaHoBKHU U ucnonb3oBaHud 110 3a onpeneneHHbIH nepHo,.

Koneunsrit monp30BaTenb 00s13yeTcs MPEeJOCTaBUTh COOTBETCTBYIONIHIA oT4eT Kommanuy B Teuenne 15 (maTHaamaTH)
KaJICHIAPHBIX AHEH ¢ AaThl OIy4YEeHUsI COOTBETCTBYIOLIETO 3a1poca.

Otuer nomxeH ObITh cocTaBieH KoHedHbIM Mojb30BareneM Jnbo no ¢opme, HanpasieHHoi Komnanuei, 1ubo B
MIPOM3BOJIGHON (opMe, HO TOIDKEH COoJepXaTh HCUYEPIBIBAIONINE OTBETHl HAa Bce 0e3 WCKIIIOYEHHS BOIPOCHI,
noctaBneHHsle Kommanneit, HeoOXoauMbIe TS OTIpeieeHns CTIOC000B yCTaHOBKH U rcrionb3oBanus [10. B ciaygae
HEOOXOJMMOCTH BKJIFOUCHHUS B OTYET HHPOPMAIIHH, TOCTYIT K KOTOPOU TPETHUX JIMIl OTpaHHYEH 3aKOHOAATEILCTBOM
Poccuiickoii ¢penepanyn, Koneunsliit monbp3oBaresb BlipaBe 00€31HYUTh TaKy0 HHPOPMAIMIO U TPEAOCTABUTH OTUYET
0e3 Takoil nHpopManu. B cioydae Henpenocrasienus KoneuHsim nonp3oBareneM otyera Kommanust uMeeT npaBo
MIPUOCTAHOBUTD MJIM AOCPOYHO IpeKparuts aeiictaue [10, npu 3ToM yIIadyeHHOE JIMLIEH3MOHHOE BO3HATpaK/ICHUE
BO3BPATy HE MOIJIEKHUT, yObITKH KOHEUHOro nonb30Baresis BO3MELCHUIO HE MOAJICXKAT, HE MOJIC)KAT BBIILIATE KaKue-
100 KOMIIEHCAIHH.

3.8. Ecan OTaenbHbI JOTOBOP CONEP>KUT UHBIE OTPAaHUYCHUS B TOMOJHEHHUE K MpUBeAeHHBIM B CornamieHuu, Bel
00s13yeTech UX COOIIOIaTh HapaBHE C OTPAHUYCHUSAMU, U3IOKEHHBIMU B CoTyalieHuu.

4. Ilpexkpaiuenue xku3HeHHoro nukiaa IO

4.1. KommaHusi caMOCTOSATENBHO OMpeZensieT MOMEHT OKOHuYaHHUs >ku3HeHHoro Iukna I10. Kommanus Bmpase
npekparuth npogaxu [10, Bemmyck oonoBnenuit aist [10, a Taxke mognepxky I10.



4.2. YBemoMJIeHHS O TIPEKPaICHIH TPOAaK, BEITyCKa 00HOBIICHNH 1 ojaep xku 110 OymyT ommyOmuKkoBaHBI Ha calTe
[IpaBooOnanarens. Bel mpuHUMaeTe W cOMIAIIacTeCh C TEM, YTO TAKOE YBEJOMIICHHE SBIISICTCS HaICKAIIAM
omoBemieHneM Bac o mpeacTosiem npekpaiieHuu xu3HeHHoro nukia [10.

5. UuTensiektyajabHbie npaBa u Kondgunenuuaabuasa undgopmanus

5.1. TlporpammHoe obGecrieuenne, Bce kommoHeHTH 110, kak BkmroueHHBble B [1O, Tak m pacmpocTpaHsieMble
oTnenbHo, oOoHoBIeHMS I10, 6a3pl 3HAHWH, YA3BUMOCTEH W Bce MHBIE 0a3bl, BKIoueHHBIE B [10, TexHmdeckas
JOKyMEHTalus, a TaKXKe€ BCE WHBIE COIPOBOAUTENBHBIE MAaTEPHAaibl SIBISIOTCS OOBEKTAMU HHTEIJIEKTYaJbHOM
cooctBerHOCTH Kommanuu.

5.2. CTOpoHBI TPHUHUMAIOT W COIIAINAIOTCA ¢ TeMm, 4ro [IporpammHOEe oOecmeueHue IPEAOCTaBIACTCS TIO0
Comnamennio HMCKIIOYATENBHO HA YCIOBHSX IMPOCTOW (HEHCKIIOYHTEIHHON) JMIEH3UH B MPELyCMOTPEHHBIX
CornamenneM npezienax, a He mponaeTcs (oTuyxaaercs), u Bel He BipaBe nepenasath 110 TpeTsum aumam.

5.3. IlpaBooOmanarens BIpaBe HMCIONB30BaTh lIporpaMMHOE oOecriedeHHEe MO CBOEMY YCMOTPECHHIO JTIOOBIM HE
MIPOTHBOPEYAIINM 3aKOHY CITOCOOOM, B TOM YHCJIE B OMHOCTOPOHHEM TOPsIKE BHOCUTH N3MeHeHus B [IporpammHoe
o0ecrieueHne,  HW3MEHATh  (QYHKOIHOHATBHOCTH  llporpammuoro  oOecmedueHust  (Hampumep,  MyTeM
n00aBJIeHNUs/yIaleHus] COOTBETCTBYIOIINX (DYyHKLMIT), M3MEHATH cocTtaB [IporpaMmHoro obecnedeHus: (Hampumep,
myTeM A00aBJICHUS U yOaleHHs MPIIOKEHUH W/UI MOAYJeH, BXOIAIIUX B cocTaB [IporpaMMHOro obecreueHus),
co3zaBaTh HOBbIe Bepcuu IIporpamMMHoro oOecmedeHusi, a TaKKe COBEpILATh WHBIE NCHCTBUS, CBS3aHHBIC C
obecnieueHneM (yHkunonuposanus Ilporpammuoro obecneyenusi. KoHewuHbli M0Ib30BaTeNb COINIAILACTCS C TEM,
yro Jr000e ucnons3zosanue IIpaBoobianarenem [IporpaMMHOro odecnedeHuss He MOXKET MOBJIEYb CYIIECTBEHHOIO
HN3MEHEHUs] OOCTOSTENBbCTB, M3 KOTOPhIX KOHEUHBIH MONIB30BaTeNb HCXONWI IPH 3aAKIOUCHUH HACTOSILIETO
JINIIEH3MOHHOTO COTJIAIIEHHS, @ PAaBHO HE MOXET MOBJIEYb 1J1s1 KOHedHOTro monb30BaTesnsi BO3HUKHOBEHHS YOBITKOB
WJIM UHBIX HEOIaronpuATHBIX ITOCIEICTBHIM.

5.4. Bl comamaerech ¢ TeM, 9TO HICH, allTOPUTMBI, MeTOnbI padboTel I10, MeTomuKy MPOBEPOK, COAEpkKAIIHECs B
(hatinax 110, ucxomnsrit kox 110, 6a3bl 3HAHMMA, YA3BUMOCTEH U BCe WHBIE 0a3bl, BKIoUYeHHEIE B 110, Texamdeckas
MOKyMEHTanusI, Apyras wHbopMmarus, coxepxamascs B 110 (3a uckimoueHmeMm TenmeMeTpuu), a Takke HHAsS
ungpopmariiusi, obo3HaueHHas KomnaHuei kak koH(uIeHIMATbHAs, MPEACTaBIAIOT coboii KoHduaeHmanbHyo
unpopmaluio, npuHaaiexkairyto Komnanuu., Bel He BrnpaBe ucnonb3oBath KoHuaeHnmuanbHyo HHQOPMALUIO
T00BIM CIIOCOOOM, TMIOMHMO €€ HCIIOJIb30BAaHUS TPU MOMOINM MTAaTHBIX cpeactB [10 B mpoliecce MCHONB30BAHUS
[IporpammHuoro obecneueHus 1Mo ero GyHKIIMOHAILHOMY Ha3HAYCHHUIO Ha yCIoBUAX CorameHus.

5.5. Bol 00s13yeTech He pasriamars KonpuaeHuansayo nHpopManmio. «Pasriamare) o3HauaeT 1eMOHCTPHPOBATh,
OIHCHIBATh, KOMMPOBATh, OTJaBaTh BO BPEMEHHOE I0JIb30BaHKE, OTAABaTh B 3a€M, CIaBaTh B apeHAy, yCTyNarb,
nepefaBarb MM NPEAOCTAaBIATh CeTeBOM wWiM  wuHOW goctyn K  KoHdunenumansHoW — uHGOpManu,
BOCIIPOU3BEAECHHOH B JII000 (hopMe, B TOM YUCIIE YCTHOM, JIIOOBIM TPETHUM JIMLIAM.

5.6. Bpl 00s3yerech MpUHATH BCE pa3yMHBIE MEpBl AJS NMpeNoTBpalleHus pasriameHus KoHuaeHunanbHON
nHGOpPMALK U COXpaHEeHUs ee KoHpuaeHunanbHocTH. K Takum MepaM OTHOCSITCS, B YaCTHOCTH:

* orpannyenue nocryna Kk KonduaennmansHoi nHpOpMaiuy TONbKO 1151 YIOITHOMOYEHHBIX JIHIL;

* MICTIOJIb30BaHUE 3AIMUIIIEHHBIX KaHAIOB CBSI3U NpH nepenade Kondpuaennnanpaoi nHpOpMaIuy;

* IpYMEHEHHE MapoIei M HHBIX CPEACTB 3alTUTHl HH(POPMAIIH.

5.7. Bbl 00s3yeTech HE3aMEUIMTENIBHO YBEIOMIIAThH KOMIIaHUIO O JIIOOBIX CTAaBIIMX W3BECTHhIMH Bam dakrax
pasmiamenust Konpunenunansnoit unpopmanun. B ciyuae napymenus Bamu ycnosuii . 5.3 - 5.6 Cornamenus Bo
00s13aHbI BO3MECTUTh KoMIaHnu Bce YOBITKH, IOHECEHHBIE B PE3YNIbTaTe TAKOI'0 HapyLICHUSI.

5.8. Hacrosmum Brl mpenocraBnsiere Kommanum cBoe corracwe Ha HCHOIb30BaHUE KoMmmanwel BCeX CBOUX
3apETUCTPUPOBAHHBIX TOBAPHBIX 3HAKOB M MHBIX JIOTOTHIIOB Ha TEPPUTOPUU BCErO MHpa IMyTEM pa3MEIICHUS Ha
caiite [IpaBooOnanarens u B MApKETHHTOBBIX MaTepuaiax Ha 0€3BO3ME3HON OCHOBE.

5.9. Cpox neiicTBusl 0053aTEIBCTB 10 COXPAHEHUIO KOH(DUACHIIMATBHOCTH COCTaBIsieT 5 (TSATh) JET ¢ MOMEHTa
npekpamenuss neiictBust CornamieHuss WIM ¢ MoMeHTa mnonydeHus KonduaennumansHol uHpOpManmu (B
3aBUCHUMOCTH OT TOTO, KaKOe COOBITHE HACTYNUT MO3IHEE).

5.10. Komnanwus BrnpaBe 6e3 paspemenusi Konednoro mons3oBarens npenoctaBiats [lapraepy Komnannu mo ero
3ampocy, 10y HHPOPMALMIO U TOKYMEHTHI, II0Jly4yaeMble B XOA€ HCIIOIHEHUS 003aTeNbCTB, BOSHUKAIOIINX U3



Cornamenns. Takoe npepocTaBieHne JOKYMEHTOB / HH(GOPMAIUK HE OYIET SBIATHCS HAPYIIICHHEM 0053aTeIbCTB O
HepasmalleHud KOHPUASHIIHAIbHOM HH(OpMaIiK, TPeayCcMOTpeHHBIX B CorNalieHny.

6. KoMnoHeHTBI TPeTHLUX JIMI

6.1. IIO moxeT comepaTh WIM OBITH JTOTIOJIHEHO KOMIIOHEHTAMH, Ha KOTOPBIE PACIPOCTPAHSIOTCS YCIOBUS U
MIOJIO’KEHHUS JIMIEH3UH Ha MPOTpaMMHOE 00ecrieueHre TPEThHX JIUII, B T.4. C OTKPBITHIM HCXOAHBIM KOJIOM (Jlanee —
«KOMITOHEHTHI TPETHhUX JIHUIDY). YCIOBHS JMIEH3UH Ha KOMIIOHEHTBHI TPEThUX JIMIl COBMECTUMBI C JlnneH3uew,
npenocrasieHHON Bam B cooTBeTcTBHH € 1. 2.1 Comnamienus. Mcnons3oBaHNe KOMIIOHEHTOB TPETHUX JIMIL B COCTAaBE
1O me moenedyer ans Bac HEOOXOTUMOCTH OCYIIECTBICHHS KAaKHX-THOO IOTOJHHUTENBHBIX BBIIUIAT, €CIU He
IIPEAYCMOTPEHO UHOE.

6.2. Ilpu pabore I1O ncnonb3yrorcs cepBUCH moiydeHus: ponoianutensHold uHpopmanun (Cyber Thread Tech)
(manee — cepsucel CTT), pazpaborannsie OO0 «TexHomoruu Kubepyrpos».

Hoctyn k cepsucam CTT mpemocraBnsercs KoHedHOMy MONB30BaTeNi0 TONBKO NMPU HATUYUU JIEHCTBYIOLIETO
ceprudukara TexHuUeckoi moanepxku Ha [1O Ha coOoTBeTCTBYIOMMI Tepuoy mpu npuodpereHuu JluieH3un Ha
ycnoBusx cormacHo M. 1.14.2 wnactosmero CornamieHus, Wid NOpd Hanuyuu AekctByromiedl Jlunensuum Ha
ncrionb3oBaane 110, mpuobpeTeHHON Ha ycioBuax commacHo M. 1.14.1 Hacrosmero Cormamenws. CepTudukar
TexHn4Yeckoi moanepxkku Ha 11O mpuoOperaercs OTHENbHO W MOATBEPXKIAET MPaBO Ha MONYUYEHHE IOCTyHa K
cepsucam CTT B TeueHnue cpoka aeiicTBus cepruukara.

[Ipexpamienne neiicTBus cepTrdrKaTa TEXHUIECKON MOAAEPKKH (B TOM YHCIE B CBS3HM C HCTEUYEHHEM CpPOKa €ro
NEHCTBHA, OTCYTCTBHEM MpPOMIJICHHUS WM aHHYIHPOBaHHWEM) BiI€YeT 3a c0o00il aBTOMAaTHYecKOoe IMpeKpalieHne
nmoctyma k ceppucam CTT u mHbOpMaInu, moirydaeMoit ¢ ux momoieko. [Ipn 3ToM GyHKIIMOHATFHOCTH OCHOBHOTO
[10 (3a uckmouennem cepBruco CTT) coxpansierca B moaHOM oObeMe.

B cnydae monmyuenus nocrtyma k cepsucaMm CTT Bur 00s13aHBI cOOMI0OAaTh YCIOBHUS «JIMIIEH3NOHHOE COTIIANIIEHUE IS
KOHEYHOTO TIOJIh30BaTEIIsI B OTHOIICHUH MporpammHoro obecneuenus npoayktoB CTT Downloader» (Ilpumoxenne
Ne 1 k mHactosmemy Corramenuro). Jlioboe wucnonp3zoBanne cepBucos CTT mnpusHaeTcss mpaBOMEPHBIM
HCKJIIOUMTENILHO B paMKax (DyHKI[MOHAJIBHOTO MpuMeHeHus JjuiieH3uonHoro [10 Kommanuu u He MOXET OBITH
OTJENIEHO OT HEeTO WJIM UCIIOJIb30BAHO OTJIENBHO.

6.3. Ucnonp3oBaHne BCEX MHTETPUPOBAHHBIX KOMIIOHEHTOB M CEPBUCOB TPETHUX JIUI, yKa3aHHBIX B mm. 6.1 u 6.2
HacTosmero CorameHus, perylInpyeTcst COOTBETCTBYIOIIUMHE JIMIIEH3UOHHBIMHU COTVIAIICHUSIMHU U TTOJIMTHKAMH MX
paBooOIaIaTeeH.

6.4. KommaHusi He NpPEAOCTAaBISeT HHUKAKHX TapaHTUH B OTHOIIEHUH pPa0OTOCHOCOOHOCTH, TOYHOCTH H
OecriepeOoitHO JOCTYITHOCTH KOMIIOHEHTOB M CEPBHCOB TPETBHX JIMI], & TAKKE HE HECET OTBETCTBEHHOCTH 32
COCTaB, COJEp)KaHNEe, TOUHOCTh U 3aKOHHOCTH HH(POPMALMH (JaHHBIX ), TOIY4aeMOH ¢ UX TTOMOLIBIO.

6.5. Komnanust He mpefocTaBisieT HUKaKuX TapaHTUH M 3aBEPEHUN B OTHOLIEHUM KOMIIOHEHTOB TPETHHUX JIHUI[ U
MOYKET MEHATh MX COCTaB 0€3 MpeIBapUTEIHHOTO YBEIOMIICHUS.

7. Cpok neiicTBUA M MOPSAOK pacTop:keHus Corinamenus

7.1. Cornamenune qeiCTBYET 0 MOMEHTa UCTeUeHUs cpoka nerictus Jlutensun Ha [10 mim 10 MOMEHTa yaaIeHUS
(mewnctamsaun) Bamu [1O 1 yHHUTOXEHUS BCEX apXUBHBIX U PE3SPBHBIX KON, B 3aBUCHMOCTH OT TOTO, KAaKO€ U3
YKa3aHHBIX COOBITHI HACTYIHT MO3/IHEE.

7.2. Bel BupaBe pactoprayTh CornamieHne B OZHOCTOPOHHEM BHecyneOHOM mopsake myTem yaanerus 110 u3
BHPTyaJIbHOW 1 (WJTM) armapaTHON MallnHBI, Ha KOTOpyio ycrtaHoBieHO 10, a Takke YHUYTOXKEHHS BCEX apXHUBHBIX
U pe3epBHBIX Komuii [10.

7.3. Kommnanus BrnpaBe pacToprayTh CoramieHne B OZHOCTOPOHHEM BHECYAEOHOM HOpPSIKe U 0€3 BO3MEILCHMS
KaKnX-1100 yOBITKOB, 3aTpar B cilyyae HapymeHus Bamu ycnosuit Cornamenus. He nozaaee aHs, clienyromero 3a
nHeM pactopxeHus: Kommanwelh CornameHusi 1O BBIIICYKa3aHHOMY OCHOBaHHIO, BBl 00s3yerech NpeKpaTHTh
ucnonb3oBanue 110 u ynaauTh ero u3 BUPTyaIbHOM U (MJTH) anmapaTHON MallnHbI, Ha KOTopyio ycraHoBieHo [10, a
TaKKe YHUUTOXHUTH BCE apXUBHBIE U pe3epBHbIe Konuu [10.



7.4. Paznensr 1, 5, 8, 9 u 1. 7.4 CornamreHus COXpaHSIOT CBOIO CHITY U TIOCJIC PACTOPKEHUS MITM HUCTCUCHHS CpoKa
nerictus CornamieHusi, OHAKO 3TO HE JaeT Bam mpasa mpomgomxkarh nUcmoiib3oBark 10 mocie pacTopskeHus WiIu
HCTEYCHMsI CpoKa JeicTBus CorameHusl.

8. OrpannyeHHasi OTBETCTBEHHOCTh

8.1. Komnanus HM HpU Kakux OOCTOSTEIHCTBAX HE HECET OTBETCTBEHHOCTU 3a JIIOObIE YOBITKH, CBSI3aHHBIE C
(YHKIIMOHMPOBAaHUEM WM HEKOPPEKTHBIM (hyHKIMoHupoBanueM I10, ¢ HeoCTaTOYHOCTHIO HAIONHEH!sI 0a3 3HAHUH
u (nn) ys3suMoctedt [10, Bo3HUKIITHE BCIISACTBHE BOZMOKHBIX OIMO0K B IIporpaMmMHOM 00eciedeHnH, BO3HUKIITHE
B CBSI3M C TOTepeH JIIOOBIX JaHHBIX U (WIH) JI1000i WH(pOpMany, TOHECEHHbIe BaMu B CBSI3U C BBIHYXIEHHBIMU
mepeprIBaMu B JeTOBOM aKTUBHOCTHU U (WMJIM) B CBA3H C peasin3alieil HeJOMyCTUMbIX COOBITHI U (MJIN) HHBIX YTPO3
Barueii naopmannonHoi 6€30macHOCTH, 32 YOBITKH, KOTOPbIE MOTYT BOSHUKHYTH BCIIEICTBHE MCIIOIB30BAHMS WK
HEBO3MOXHOCTH ncnonb3oBanus [10, 3a 1o0ble HHBIE YOBITKH, IPSIMO HIIH KOCBEHHO cBsizaHHbIe ¢ [10, 3a mpeTeH3un
Jr00BIX TpeThUX JHL B Bamr aapec. BrimenepeuncieHHble OrpaHUYEeHUs U UCKITIOUEHUS IEHCTBYIOT B TOH CTENeHH,
HACKOJIBKO 3TO pa3pelleHo 3akoHomarenbcTBoM Poccuiickoit depepanun. Ecin B COOTBETCTBUU ¢ MPUMEHHMBIM
3aKOHOJATENIbCTBOM  BBIIICICPEUMCICHHBIE OrPAaHMUYCHMS W HCKIIOUYEHMs HE IOAJeXKaT MPUMEHEHHIO,
OTBETCTBEHHOCTHh KoMITanwwm B TI000M CiTydae OTpaHHIHBACTCS CYMMOH, yIuradeHHoi Bamu 3a JInmensuto Ha [10 3a
12 (nBeHaALaTh) MECALIEB, IPEANIECTBOBABIINX JaT€ HACTYIUIEHHUS TOCIETHETO U3 BBIICTIEPEUNCICHHBIX COOBITHH,
a B cllydae, eciay Bbl mOTy4miin JTUIEH3UI0 0e3B03ME3HO, OTBETCTBEHHOCTh KoMImannm orpaHnYMBaeTCst CyMMOM,
He npeBblmaroniei 1 (oquH) poccuiickuit pyos.

8.2. Kommanus He 1aeT HUKaKWX MHBIX TapaHTHH 1 3aBepeHuil B orHomeHnu 110, BKiTto9ast, HO He OrpaHNYNBAsCH,
rapaHTUM M 3aBEpeHHs, CBSI3aHHBIE C HCIOJB30BAaHHEM MM HEBO3MOXKHOCTHIO Hcmonb3oBaHus I10,
MIPOU3BOIUTENBHOCTHIO, Oe301MO0YHOMN U (1in) Oecriepeboiinoit padoToii [10, TpUroAHOCTHIO I ONpPEACICHHBIX
Lenel, BO3MO)KHOCTBIO MHTErPallik, COBMECTUMOCTH ¢ UHBIM [10.

8.3. Kommnanus He rapantupyet padorocnocoonocts [10 B ciryuae Hapymenus Bamu ycnosuii ncnons3oBanus [10.
8.4. Bpl npuHIMaeTe U COTIaIIaeTech C TEM, UTO:
(i) B pabore 110 MOTyT BO3HHUKAThH OIMIMOKH;

(i1) obnoBnenust ans 110, ¢ mOMOLIBIO KOTOPBHIX MPOU3BOAUTCS YCTPaHEHHE TaKUX OMIMOOK MM MHBIX MPOOJeM,
CBSI3aHHBIX C HEKOPPEeKTHBIM (yHKIoHnposanueM [10, Beimyckarorcs Kommanueit mo Mmepe HEOOXOAUMOCTH H B
CPOKH, KOTOPBIE OHA COYTET BO3MOXKHBIMH.

8.5. Bel caMOCTOSITEILHO HECETE BCE PUCKH, CBA3AHHBIC C HCCOOTBCTCTBHUEM ITApaMCTPOB U (bYHKHHOHaJILHOCTI/I 110
Bammm HOTpeGHOCTfIM 1 OXKUJaHUSAM.

8.6. Hecmotpst Ha monoxkenus 1. 8.1 Cornamenusi, Kommanus He JaeT HUKaKUX TapaHTUH U 3aBEPEHUI B OTHOIICHUU
[10, JInuensus Ha KoTopoe OblIa MmoyyeHa 6€3B03Me3IHO.

9. 3aKJII0UYNTEJIbHBIE MOJI0KEeHHUS

9.1. CTopoHBI OyIyT MBITATHCS PA3PEUIUTh JIFOOBIC CIIOPHI, BOSHUKAIOIIUE MEXYy HUMHU B CBsi3u ¢ ComiaiieHueM, B
JOCYJIcOHOM TIOpsIIKEe MmyTeM oOMEHa KOPPECIOHJCHIIMEH M TeperoBOpoB. Eciiu CTOPOHBI HE CMOTYT JOCTHYb
COTJIAIICHUS MTyTEeM IepPeroBopoB B TeueHue 30 (TpUALATH) KaJCHAAPHBIX JHEH CO JHS MOJYYCHUS XKaI0Obl OJHON
CTOPOHOM OT APYTOH CTOPOHBI, JIF00as U3 CTOPOH UMEET MPaBO MepeaaTh CIop Ha Cy[eOHOE paCCMOTPEHHE.

9.2. CornameHnue peryimmpyercs 3akoHomaTenbcTBoM Poccuiickoit Denepamun. Bee cmopsl, BBITEKAOMHME U3
ComnnanieHus, OAJIKAT pa3peIICHUI0 UCKITFOYUTEIbHO B ApOuTpaxHom cyae Pecnyonuku TarapcTas.

9.3. K orHomeHusiM o CorfaimeHuio He MPUMEHAI0TCS HUKaKKie KOJJTM3MOHHBIE HOPMBI, a TaKkke HopMbl KoHBeHIINN
OOH o poroBopax MEXIYHapOAHOM KYIUIM-TIPOAAXH TOBAPOB, MPUMEHEHHE KOTOPBIX MPSMO HCKIIOUEHO.
OtHomenus no CormaleHuo peryaupyrorces mpasom Poccuiickoit deneparyu.

9.4. Ecmu I1O conpoBoxaaercss OTIeIbHBIM JOTOBOPOM, OTIPEACIISIONIUM yCIOBHUS Ucoiab3oBanus 110, To B cimydae
pacxXokIeHUM B coiepxaHum Mexay ycioBusmMu CornameHus u o ycnoBusamu  OTAETBHOTO  JIOTOBOpa
MIPEUMYIIIECTBEHHYIO CHJIy UMEIOT COOTBETCTBYIOIIME YCIOBUS OTIENBHOTO JOTOBOpA (32 UCKIFOYCHHEM Clydas,
npeaycMotrpernoro 1. 2.6 Cornarnienus). [Ipu atom, eciu yciaoBusi Takoro OTAeIbHOTO 0roBopa OyIyT BCTYNAaTh B
MPOTUBOPEUHE C YCIOBHSIMH IJUIICH3MOHHOTO moroBopa mexay Kommanued u J{uctpubbrotrepom Kommanuw,



MIPENMYIIECTBEHHYI0 CHIIy B YacTH TaKWX MpOTHBOpedamux yciaoBuil Oymer mmersh Cormamenune. OTASTBHBIM
JIOTOBOPOM MOTYT OBITh U3MEHEHEI TOJIBKO T¢ yciaoBus CoraieHus, KOTOPBIE MPSIMO 3TO IOy CKAFOT.

9.5. Ecim xakast-nmu6o dacts CormameHus OyieT Mpu3HaHa YTPaTHBIICH IOPUANIECKYIO0 CHITY WU HE TTOJICKAIICH
WCTIOJTHEHHIO B TPUHYAUTEIHHOM MOPSAIKE, OCTaNbHbIe YacTh COTIalIeHnsT COXPAHSIIOT CBOIO IOPHINIECKYIO CHITY H
CTOPOHBI UMCIOT IIPaBoO )Z[OGI/IBaTBCSI HX UCIIOJIHECHUA B IPUHYAUTCIILHOM MMOPAAKE.

9.6. HecmocobnocTs KoMmanuu 00eCIeYnTh CTPOTOE UCIIOTHEHHE TTONToKeHNH CoTameHus He MOXKET TOJIKOBAThCSI
kak orka3 Kommanmn oT kakux-mubo monoxennit CorvameHus WA OT NpaBa Ha WX pealu3aiuio U (W)
NIPUHYAUTEIIFHOE UCIIOJIHEHUE.

9.7. KoMmrmanus BHIpaBe ImepefaBaTh CBOM IMpaBa W o00s3aHHOCTH 1o COTIAIICHHIO JTI000MY TpeTbeMy JHIy Oe3
Bamrero npeaBapuTeIsHOTO YBEIOMIICHUS U COTIacusl. ECIM B COOTBETCTBUHU C NMPUMEHUMBIM TIPaBOM TpeOyeTcs
Bamre yBenomienne o coBeprieHnn Komnanuei Takoi nepenadu, To pa3Menienne HoBor pemxakiuu ComnameHus Ha
caiite [IpaBooOnagarens ¢ ykazaHHEM TaKOTO TPETHEro JUIA WIHM TPEThUX JIHI] CUWTACTCsA HaJjiexamuM Bammm
YBEIOMJICHUEM.



IMpuaoxenue Ne 1

K JIMIeH3MOHHOMY COTVIalIeHUIO ¢ KOHEYHBIM I0JI1b30BaTe/1eM MPOrPaAaMMHOI0 o0ecnevyeHust
Innostage Cardinal Threat Detection and Incident Response

(Innostage Cardinal TDIR, Innostage Cardinal iTDIR)

(nanee — Coramenue)

JInneH3noHHOE coTIallieHne A5l KOHEYHOT0 M0JIb30BaTeJ s
B OTHOIIIEHUH porpaMMHOro odecnevyenusi npoaykroB CTT Downloader

1. O6uue Ionoxenus

1.1. Hacrosmee muneHznonHoe cornamieHue (mamee — CornamieHue) sBISETCS COTANICHHEM MEXAY KOHEYHBIM
nons3oBareneM (manee — Ilomp3oBarens) m OOO «Texnonmoruu Kubepyrpos» (nmanee — IlpomsBogutens) B
OTHOLIEHUH MporpaMMHoro obecneyenus npoaykroB CTT Downloader (nanee — IIporpammuoe obecnieuenue).

1.2. Ucnone3zoBanue Ilporpammuoro oOecrmedeHus: HOMycKaeTcsi Toiabko Ha ycnoBusix Cormamenus. Vcnonbsys
[Iporpammuoe obecrieuenwue, [lonp3oBarens cormamaercs coomonars yeiaoBus CornameHus B ToJTHOM o0beMe. Eciu
ITonp30Barens He npuHUMaeET ycinoBus CoranieHus B oyHOM o0bseme, Ilonp30Barens He MMEET IIpaBa UCIOIL30BATh
[IporpammHOe obOecniedeHre KakuM-Ir00 00pa3oM, BKIouas xpanenre IIporpammaoro obecredenus Ha yCTPOWCTBaX
XpaHeHUs! HHPOPMaLNH.

2. JIuneH3us
2.1 IlpenocrapneHue JIULEH3UU.
Hacrosmum TIpousBonurtens npemoctapisaeT [1omb30Barenio He SKCKIIIO3UBHOE W HE TOMJICXKAIIee epeaade ApyroMy
JIUITY TIPaBoO Ha KCIob3oBaHue [IporpaMmmMHOro obecreueHus B TCUCHHE OTOBOPEHHOTO CPOKa, TI0 UCTEUEHUH KOTOPOTO
[Tonp3oBarens 00s3aH MpeKpaTuTh ee ucnoib3oBanue. st [IporpaMMHOro oOecreueHus, Il KOTOPOTO KOMIIaHHS
[TpowusBomuTENs MIPENOCTABIAET OOHOBICHUS M N3MEHECHISI, Hanuune JINIIeH3UH MMoIpa3yMeBaeT MPaBo MOMyUeHUS U
WCIO0JIh30BaHUsl OOHOBJICHUI U U3MEHEHUN B TCUCHHE CPOKA JICUCTBUS JIUIICH3UY.
2.2 ObnacTe NpUMEHEHUS
[Nonp30Barenp MOXKET UCTIOIB30BaTh [IporpaMmMHOe oOecieueHre ¢ yIeTOM HIKECIIS Y OIIUX OTPAHNYCHHUN JTUIICH3HH,
MIPH 3TOM JIt000€ Ucnojb3oBanue [IporpaMMHOro 00ecreueHrs B HapymeHHe KaKOT0-TM00 U3 3TUX OrpaHHYCHUH WU
MOOBIX MHBIX ycnoBwid qaHHOTOo CornamieHus: sSBiseTcs HapylleHueM Hacrtosmero CoryameHus u HE pa3perieHo
JIMLEH3UEN.
[Tonp3oBarens 00s3aH MpuMeHITH [IporpaMmmuaoro ObecrieueHust B COOTBETCTBUH C TIPABMIIAMHE HCIIOJIB30BAHIIS.
[Tonb3oBarens HE MMeEET MpaBa W CONIAIAETCS HE pas3peliarb JPYrdM H3MEHSTh, aJanTHPOBaTh, MEPEBOJUTH,
CyONMIIEH3UPOBaTh, CIAaBaTh B apeHIy WM MPEIOCTaBISAThH BO BPEMEHHOE IMOJIH30BAHUE BCE WM JIOOYI0 YacTh
[Iporpammuoro ObecriedeHusl.
[Nonp30Barenb HEe MOXKET U COTVIAIIAETCS HE pa3peliaTh JPyTuM CO3/aBaTh POU3BOIHBIEC pAOOTHI HA OCHOBE BCETO WIIH
mo6oi yactu [IporpamMmMuoro O6ecreyeHusl.

3. IlpaBuia noJb30BaHHUS
3.1 Ilomp3oBarens ucmonb3yeT llporpammuoe oOecnedeHwe ISl 3arpy3Kd WHQPOPMANWK W3 JOCTYIHBIX B CETH
Wnrtepuer-pecypcos [IpousBoauTens ¢ HCIOIB30BaHUEM KiTtoua(-eif) JocTymna.
3.2 B ciydae mpeBbIlIeHUS JUMHUTOB YHCIa 3alpocoB K pecypcam lIpon3BoauTens, yCTaHOBICHHBIX MpPaBUIAMHU
ITpousBoauTens, 3anpocs [lonp3oBaresns MOTyT OBITh OTKJIOHEHHI 110 HHULIKATUBE [Ipon3BoauTens.
3.3 Bo300OHOBJIEHNE BO3MOXKHOCTH OCYLIECTBICHHUS 3alIPOCOB OCYILECTBISIETCS 110 HICTEUSHUH BPEMEHHOH OJIOKUPOBKH
(24 gaca).
3.4 Orpanuuenus Ha yucio 3arnpocos [lonb30Baresns B 1eHb/MECALY/TOA PETYIUPYETCs TUIIOM 3aKyTIJICHHON JIMIICH3UU:
- moctyt k 6aze oraetoB (Reports Hub) — momHbIi qocTym
- korTpOJs mryma (Noise Control) — mo 100 000 3ampocoB B rox
- mpoBepka uHanKaTopoB koMmpomerarnuu (I0C Lookup) — mo 100 000 3anpocos B rox
- moctym K 6ase 3HaHuit 00 yrposax (Threat KB) — mo 10 000 3anpocoB B rox

4. KoHduaeHUHAIBHOCTb
4.1 [IporpammHOe 0OecTieUeHNEe HE TIPEeTHA3HAYCHO IS ITepeaayn KoHGUISHITHATBHOW HH()OPMAITHH.
4.2 TlporpaMMHOE oOecriedeHHE MPEAOCTABIAET BO3MOXKHOCTH OTHpaBkH [lodp3oBareseM — CIieHaIACTaM
IIpousBonuTensa naHHBIX, KoTopble [loap30BaTenb onpeaenui Kak Mog03pUTeNbHbIe U TPEOYIOIIHE TOTOIHUTEIBHOTO
aHaJIM3a UJIu BHUMaHHA CO CTOPOHBI HpOI/I3BOIII/ITeJI$I.



4.3 IlporpaMMHOe oOecriedeHHE TMPEAOCTABIAET BO3MOXKHOCTH OTHpaBkH [lodp3oBarereM — CIieHAIACTaM
HpOI/ISBOI[I/ITeJISI JaHHBIX, KOTOPBIC TTonp30Baresnb OIIpEACINII KaK JIOKHBIC Cpa6aTLIBaHI/I$I 1 KOTOPBIC B COOTBETCTBHUN
¢ muenueM [lomp30BaTenst He TOMKHBI MTPUCYTCTBOBATH B pe3ysbTaTax padoTsl [IporpaMMHOro obecreueHus.

4.4 Tlonp3oBaTenb MOHKEH CaM WHHUIIMAPOBaTh (DaKT OTIPABKH JAHHBIX M HECET OTBETCTBCHHOCTh 3a COCTaB
MepenaBaeMbIX CBEICHUM.

4.5 B cirygae ommOKH Tiepeavn TeX WK WHBIX cBeleHui [1oiap30BaTenb MOTYT HalpaBUTh SJICKTPOHHOE oOpalieHne
k [IponsBoauTento ¢ mpockO0i UX ynajaeHHUs.

4.6 Ilonp3oBaTens 00sI3yeTCs HE TepenaBaTh KIo4(-1) JOCTyIa TPETHHM JINIaM 1 00eCIeunBaTh JOCTYI K HUM TOJIBKO
aBTOPHU30BAaHHBIX JIUI.

47 B ClIydya€ KOMIpoOMETaluu WU IMMOAO3PECHUA O BO3SMOXXHOM HCCAHKIIMOHUPOBAHHOM JOCTYIIC K KJIIOYaM TPETbUX
yutl [Tonmp3oBarens qomkeH o0patutbes K [pon3BoauTenio 3a momy4eHrneM HOBOTO KITIoUa M JeaKTHBALMEH TeKYIIEero.

5. JloCcTymHOCTB pecypcoB
ITpousBoautens B Ilepuon Cpoka neiicTBust JmieH3un OyneT NpeaIpUHUMAaTh BCE KOMMEPUYECKH Pa3yMHBIE yCHUIIHS
JUTS:
a) Obecneuenus I[lomp3oBarens MOCTYNOM K pecypcamM KoMImaHWW I[Ipom3BomuTens, HEOOXOMTUMBIM I pabOTHI
[IporpammHOro obecrieyeHns B paMKax OTpaHUYEeHUH TOM WM MHOM JTUIICH3UH.
0) ObGecriedeHwsI HEOOXOAMMOTO YPOBHS 0€30IaCHOCTH JTOCTYIIA.
B) O0ecrieunBarh €XeTHEBHbIC OOHOBICHHS 0a3bl MHIMKATOPOB KOMITPOMETAIIUY.
r) 3apaHee yBeIOMIIATh O IUIAHUPYEMON HEJOCTYITHOCTH PECYPCOB B CBS3H C MX OOCITYXKMBaHUEM MTyTEM ITyOIHUKAIIMH
3TOH HHPOPMALMH C UCIIONB30BaHue 00LIeN0CTYTHBIX VIHTepHET-pecypcoB KOMITaHHU.

6. TapaHTUU KOHEYHOIO MOJIb30BaTeJIsl
6.1 BeicTynas B kadecTBe KOHEYHOTO IOJIb30BaTeNsl, [101b30BaTelb MOATBEPIKIAET CBOIO OCBEIOMIIEHHOCTh B TOM, UTO
IIporpaMMHOC oOecrieueHne IMOCTABISIETCST Ha YCIIOBUAX «KaK €CTb» 0e3 Kakux-aubo MPpAMBIX WM BMCHCHHBIX
I‘apaHTI/Iﬁ .]'IIO6OFO THUIIA, HACKOJIBKO 3TO MO3BOJJIAIOT COOTBETCTBYIOIINE 3aKOHOAATCIIbHBIC HOPMEIL.
6.2 Hu mocraBUIMK, HU €r0 MapTHEpHI, BBICTYNAIONINE B KAYECTBE JIMLEH3MAPOB WM aQUIMPOBAHHBIX JHI, HU
npaBooOnajgaTeid He JeNaloT HUKAKUX 3asBICHUHA M HE MPEAOCTAaBISIOT HUKAKUX MPSIMBIX WJIM BMEHEHHBIX
00s13aTeNbCTB WM TapaHTUil, B YaCTHOCTH TapaHTHH MPOJaX WM TapaHTUH HPUTOAHOCTH AJISl ONPENEIECHHOIO
UCIIONIb30BAHUS, a TAKXKE rapaHTUH TOTo, YTO 3TO MPOTrpaMMHOE OOecleueHHEe HE HapyllaeT HUKAKHX IaTeHTOB,
ABTOPCKUX MpaB, NPaB Ha TOBAPHbIE 3HAKW M APYTMX NpaB TPEThUX JIHMI. MOCTABIIMK U JIIOObIE OPyTHE JHLA HE
TapaHTHPYIOT, 9TO (DYHKIIUH MPOTPaAaMMHOTO oOecriedeHus OymayT COOTBETCTBOBATH BalllUM TPeOOBAaHUSM WU YTO
nmporpamMmHoe obecrieuenue OynmeT paborarh 0e3 cO0eB W OmMUOOK. BCA OTBETCTBEHHOCTh M PHUCK IPH BBHIOOpE
mporpaMmMHOTO O6CCHC‘ICHI/IH A1 DOCTHUIKCHHA HYXHBIX PE3YJIbTATOB, @ TAKKE IMPU YCTAHOBKE, MCIIOJIB30BAHUU U
MOJIyYCHUH PE3YJIbTATOB, KOTOPBIX BBl Oy/IeTe JTOCTHraTh ¢ MOMOIIbIO 3TOT0 MPOrPaMMHOI0 00ECIICUCHHS, JIS)KAT Ha
Bac.
6.3 IlpousBoanTens HE HECET HUKAKOW OTBETCTBEHHOCTH 3a ymiepd (BKirovas, O0e3 orpaHuueHuid, ymepO B BHIE
HEJIOTIONYYeHHOW MNpUObUIM, TPHUOCTAHOBKY J€JIOBOM aKTMBHOCTH, YTpaTy JA€JIOBOW HHGOpPMAMM U Jpyrue
KOHKPETHBIE YOBITKH), BO3HUKAIOIIMM BBUAY HCIIOIb30BaHUS WJIM HEBO3MOXXHOCTH Hcmoib3oBaHus IIporpammuoro
obecrieueHus, B TOM 4YHCIE B TOM cllydae, eciu [IpoW3BomuTeNnh HE OBUT MPEAYNpPEkICH O BO3MOXHOCTH
BO3HHKHOBEHHS TaKOTO yIiepoa.

7. KonraktHas undopmanus
[Tonb3oBarens MoxeT 0OpaTuThes kK [IponsBoauTento 1is noidy4eHus 6onee moapoodHoi nHpopmaryu o [lporpammuom
obecriedyeHUH, Tpodeil mpoaykuuu U yciayrax [IpouwsBoamTenss ¢ HMCIOJIB30BAHHEM DJIEKTPOHHOM  ITOYTHI
info@cyberthreattech.ru



